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Attackers: 
“It ain’t broke, so why fix it?”

New threat trends in information security 
aren’t really new. 

Previously understood attacks still work 
just fine, and so attacks are simply an 
evolution, not a revolution.

Traditionally, most organizations are not 
doing a good enough job of the security 
fundamentals, which is why attackers 
have been able to use the same old tricks. 

However, information security has finally 
caught the attention of organizational 
leaders, presenting the opportunity to 
implement a comprehensive security 
program.

4 Denial of service 
The median amount of time that an organization is under attack from a DDoS 
attack is three days.2

5 Advanced Identity and Access Governance
Utilizing emerging technologies in automation, orchestration, and machine 
learning, the management and governance of identities and access has become 
more advanced.1

1 Evolving ransomware
Continual changes in type and platforms make ransomware a persistent threat. 
The frequency of ransomware attacks was reported last year to have doubled.1

Emerging Trend

Persistent Issues

2 Phishing attacks 
Despite filtering and awareness, email remains the most common threat vector 
for phishing attacks (96%), and an average of 4% of participants in phishing 
campaigns still click on them.2

3 Insider privilege and misuse
Typically 28% of breaches are often perpetrated by insiders, with 12% involving 
privilege misuse.2 Takeaway: Care less about titles and more about access levels.  

Sources: 1Ponemon, “2017 Cost of Cyber Crime Study”; 2Verizon, “2018 Data Breach Investigations Report”



Nearly 100% of companies have been compromised

In 2016, 237 benchmark companies experienced the following frequency and type of attacks: 

Viruses & malware 98%

Phishing & SE 70%

Web-based attacks 63%

Malicious code 61%

Botnets

Lost mobile device risks 50%

Denial of services 49%

Malicious insiders 41%

55%

An attacker must only be successful once. 
The defender – you, must  be successful every time. 



It’s not a matter of if you have a security incident, but when

ORGANIZATIONS NEED TO EXPECT THE INEVITABLE SECURITY BREACH. 

90%
of businesses have experienced an 

external threat in the last year.1

of organizations claimed to have experienced 

an insider attack in the previous 12 months.2

53%
of businesses believe the frequency of 

attacks is increasing.1

46%

Sources: 1Kaspersky Lab, “Global IT Security Risks Survey”; 2CA Technologies, “2018 Insider Threat Report”  

50%
of IT professionals consider security to 

be their number one priority.1

Effective IT leaders approach their security strategy from an understanding that attacks on their organization will occur. 
Building a strategy around this assumption allows your security team to understand the gaps in your current approach 
and become proactive vs. reactive. 



WHERE WE ARE TODAY

Technology sophistication and business 
adoption, the proliferation of hacking 
techniques, and the expansion of hacking 
motivations from financial to now social, 
political, or strategic motivations have 
resulted in organizations facing major 
security risk. Every organization needs some 
kind of information security program to 
protect its systems and assets. 







WHERE DO
WE GO NEXT?

HOW DO WE GET THERE?



• Robust security requirements gathering across the organization, key stakeholders, customers, 
regulators, and other parties ensure the security strategy is built in alignment with and 
supportive of enterprise and IT strategies and plans.

• Security framework that combines COBIT 5, ISO 27000 series, NIST SP 800-53, and CIS critical 
security controls to ensure all areas of security are considered, covered, and reported upon. 

• A comprehensive current state assessment, gap analysis, and initiative generation ensures 
nothing is left off the table. 

• Tested and proven rationalization and prioritization methodologies ensure the strategy you 
generate is not only the one the organization needs, but also the one the organization will 
support. 

Create a robust information security 
framework with supporting 
methodologies to generate a 
comprehensive, highly actionable, 
and measurable security program 
and roadmap. 



Security Awareness Training

While your employees are 
your greatest asset…

95% of all cyberattacks 

are caused by human 
error...

Companies spend millions on security 

technology but suffer breaches due to well-

meaning employees unaware of security risks. 



Phishing Simulator – Report Suspicious Emails

Email quarantined for 
inspection and classification

User reports email with 
PhishNotify button

1 2 3

!

User notified if reported 
email is a threat or benign







Do Your Part. #BeCyberSmart

Own Your Role in Cybersecurity
LOCK DOWN YOUR LOGIN

WHEN IN DOUBT, THROW IT OUT

KEEP A CLEAN MACHINE

BACK IT UP

OWN YOUR ONLINE PRESENCE

SHARE WITH CARE

GET SAVVY ABOUT WIFI HOTSPOTS



Resolution

Situation

Complication

Executive summary

Technology sophistication and business adoption, the proliferation of hacking techniques, and 
the expansion of hacking motivations from financial to now social, political, or strategic 
motivations have resulted in organizations facing major security risk. Every organization 
needs some kind of information security program to protect its systems and assets. 

Performing an accurate assessment of your current security operations and 
maturity levels can be extremely difficult when you don’t know what to assess or 
how, along with the fact that an assessment alone is only the starting point. Senior 
management wants to know that adequate targets have been determined and 
there is a robust plan for how they are going to be met. 

Create a robust information security framework with supporting methodologies to generate your organization’s comprehensive, highly 
actionable, and measurable security strategy and roadmap. 
• Robust security requirements gathering across the organization, key stakeholders, customers, regulators, and other parties ensure the 

security strategy is built in alignment with and supportive of enterprise and IT strategies and plans.
• Security framework that combines COBIT 5, ISO 27000 series, NIST SP 800-53, and CIS critical security controls to ensure all areas of 

security are considered, covered, and reported upon. 
• A comprehensive current state assessment, gap analysis, and initiative generation ensures nothing is left off the table. 
• Tested and proven rationalization and prioritization methodologies ensure the strategy you generate is not only the one the organization 

needs, but also the one the organization will support. 

1. Just because you haven’t identified a breach 
doesn’t mean you’re secure.
A good security program is proactive about closing 
security gaps because ignorance is never blissful. 

2. Compliance and organizational reputation create 
an intertwined relationship between the 
business and your security strategy. Security 
programs must be regularly assessed and 
continuously maintained to ensure security 
controls align with organizational objectives. 


